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Organizations are embracing Al, agents, and cloud innovation across the enterprise,
creating new identities, interactions, and attack surfaces. Spyglass helps organizations
govern sensitive data, secure human and Al identities, and protect Al systems across the
complete lifecycle, from development and deployment through runtime operation and
continuous oversight.
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Security Journey
ASSESS GOVERN
® Security posture review * Compliance alignment
* |dentity and access assessment * Information protection
* Microsoft Secure Score analysis ¢ Data lifecycle management
* Risk prioritization ¢ Risk management
MONITOR
¢ Security operations optimization
¢ Threatdetection and response
* Incident management processes

Security monitoring V

PROTECT EVOLVE

Microsoft Defender deployment
Data security and protection
Zero Trustimplementation
Conditional Access strategy

Al Security readiness
Continuous improvement
Security roadmap development
Emerging threat preparedness

THE STRONGEST DEFENSE IS A SECURITY STRATEGY BUILT FOR WHAT'S NEXT.



WHAT'S INCLUDED

BUILD
RESILIENCE.
UNLOCK
INNOVATION.

DATA LOSS

COVERNANCE PREVENTION
: "' INSIDER RISK
- COMPLIANCE MANAGEMENT

MANAGEMENT
Al SECURITY
GOVERNANCE

ENGINEERED FOR THE Al FRONTIER

Powered by Microsoft Defender, Microsoft Purview, and Microsoft Security technologies.

GOVERNANCE & VISIBILITY

Establish executive oversight, policy alignment, Al inventories, compliance reporting, and consolidated risk visibility.

THREAT DETECTION & RESPONSE

Detect suspicious Al and agent activity, investigate threats, coordinate response, and support increasingly autonomous defense.

AGENT OPERATIONS & RELIABILITY

Monitor agent activity, operational health, dependencies, reliability, and unexpected behavior after deployment.

RUNTIME PROTECTION

Protect prompts, responses, models, tools, and connected systems from unsafe content, manipulation, and unauthorized
actions.

Al & AGENT LIFECYCLE GOVERNANCE

Govern how agents are created, registered, authorized, deployed, updated, and retired.

DATA PROTECTION & Al INTERACTION GOVERNANCE .
Discover sensitive data, apply classification and DLP policies, monitor Al interactions, preserve auditability, and manage
compliance risk.

IDENTITY, ACCESS & ZERO TRUST

Give users, applications, and agents governed identities with least-privilege access, Conditional Access, and privileged access
controls.

DEVELOPMENT-TIME ASSURANCE

Embed code security, secret protection, application testing, control standards, and security validation into the Al development
process.

TRUST IS THE FOUNDATION OF EVERY MODERN ENTERPRISE.



SECURITY THAT-MOVES
THE BUSINESS FORWARD.

Security should do more than reduce risk. It should give organizations the confidence to adopt
Al, deploy agents, modernize operations, and move faster without compromising data, identity,
or control. Spyglass brings governance, security strategy, and Microsoft technologies together
to protect Al across development, deployment, runtime operation, and continuous oversight.

GAIN VISIBILITY

Identify Al usage, data exposure, agent activity, access pathways,
and vulnerabilities before risk reaches the business.

PROTECT DATA & IDENTITY

Apply Zero Trust, information protection, DLP, access governance,
and identity controls across users, applications, and agents.

CONTROL THE Al LIFECYCLE

Govern how Al systems and agents are developed, registered,
tested, deployed, operated, and ultimately retired.

DETECT & RESPOND

Connect Al activity to threat detection, investigation, response,
and autonomous defense across the security environment.

ENABLE SECURE INNOVATION

Create the guardrails teams need to embrace Al and agents with greater
confidence, speed, and accountability.
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WHEN SECURITY BECOMES A BUSINESS ENABLER,

INNOVATION HAS NO REASON TO WAIT.



SECURE THE FOUNDATION.
ENABLE THE FUTURE.

INNOVATION MOVES FASTER WHEN
SECURITY LEADS THE WAY.

== Microsoft
PERSPECTIVE

Security is no longer a standalone initiative. It is a critical
component of every successful cloud, data, and Al strategy.
Spyglass consistently helps organizations strengthen
security while creating the foundation for innovation and

long-term resilience.
- SCOTT MCFADDEN

Principle Solution Engineer at the Boston Hub

»

PEOPLE PROCESS TECHNOLOGY
* Ownership  Data Governance  Azure (Defender, Policy, Networking, etc.)
* Stewardship * Change e M365 (Purview, Intune, Defender)
* Accountability Management * Identity (Entra B2B and B2C, AD)
* Training ¢ Al Governance (GitHub, Power Platform,

* UserandAgent Runtime Protections)

Lifecycle * Monitoring (Sentinel, Azure Monitor, Defender
XDR, etc.)
SPYGISSMT6

THE FUTURE BELONGS TO ORGANIZATIONS THAT CAN INNOVATE WITH
CONFIDENCE, GOVERN WITH PURPOSE, AND SECURE WHAT MATTERS MOST.
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